As tax season begins- we often see an increase in tax fraud and various forms of scams. In order to combat
this, the SW Precinct would like to provide our community with some helpful prevention information about
these scams, as well as the most effective way to report them!

Subsets of the population are more vulnerable to these types of scams- but everyone can help protect
themselves by keeping the following ten practical suggestions in mind, provided by the Federal Trade
Commission:

(1) Spot imposters- scammers will often try to disguise themselves as someone you trust (such as a
government official, family member or charitable organization). Never send money or give our
personal information in response to an unexpected request.

(2) Do online searches- try typing in the company or product name into a search engine with key
words like ‘review’, ‘complaint’ or ‘scam’. You can also look up phone numbers to check on their
validity.

(3) Do not believe caller ID and hang up on robocalls- technology makes it simple for scammers to
fake a caller ID. If you receive a call asking for personal information or money, hang up. If you feel
the caller is legitimate- try calling back a number, you know is genuine for that person or company.
If you answer the phone and hear a recorded sales pitch, hang up and report this to the Federal
Trade Commission and/or to local police. These calls are illegal and are often fake. Do not follow
prompts, just hang up.

(4) Do not pay upfront for a promise- scammers may try to ask you to pay up front for debt relief, loan
offers, mortgage assistance or a job (such as handy work or lawn maintenance).

(5) Consider how you pay- most credit cards have significant fraud protection built in, while other
payment methods (such as wiring money through services like Western Union or MoneyGram) do
not have these protections. Government offices and honest companies will not require you to use a
risky payment method, keep this in mind when paying.

(6) Talk to someone- scammers will often want you to make decisions in a hurry and may even
threaten you. Before you give money or personal information, slow down, check out the story, do
an online search and maybe even talk to an expert or friend about the request.

(7) Be skeptical about free trials online- some companies will use free trials to sign you up for
products and bill you each month until you cancel. Before you agree to a free trial, review the
company’s cancelation policy and always check your monthly statements to review charges.

(8) Don’t deposit a check and wire money back- banks must make funds from deposited checks
available within days, but discovering a fraudulent check can take weeks. If a check you deposit
turns out to be fake, you are responsible for repaying the bank.

(9) Sign up for free scam alerts from the Federal Trade Commission at
https://www.consumer.ftc.gov/scam-alerts - get the latest tips and advice about scams directly to
your email.

For the past two tax seasons, scammers have been running a successful W-2 email phishing scam operation
that has tricked major companies. Here’s how this scam works: criminals pose as top company executives and
send emails to payroll professionals asking for copies of W-2 forms for all employees. This exposes employees’
names, addresses, Social Security numbers, and withholding information. The scammers then file bogus tax
returns or sell the information to other criminals.

Here's how you can protect yourself during tax time:

e Use a password-protected Wi-Fi connection when filing your taxes. Use a long and complex password,
not just for your Wi-Fi, but also for any accounts you’re using during the tax-filing process




e Get your return via direct deposit. If you must receive a return check via mail, have it sent to a locked
mailbox

e Ask your tax preparer to use two-factor authentication to protect your documents and personal
information

e Use an encrypted USB drive to save sensitive tax documents

e Never give information to anyone who contacts you by phone or online claiming to be from the IRS.
The IRS will never contact you this way

e Monitor your accounts and online identity for any signs that your identity has been stolen. For
example, if you see a sudden, unexpected change in your credit scores, it could indicate your identity
has been stolen

e If you think you may be a victim of a scam, visit IRS Impersonation Scam Reporting

Be alert to possible identity theft if you receive a notice from the Internal Revenue Service (IRS) or learn from
your tax professional that your identity has been compromised. If you receive a notice from the IRS and you
suspect your identity has been used fraudulently, respond immediately by calling the number on the notice. If
you did not receive a notice but believe you’ve been the victim of identity theft, contact the IRS Identity
Protection Specialized Unit at 800-908-4490 right away so that they can take steps to secure your tax account
and match your SSN or ITIN.

Below you will find my contact information, including email address and phone numbers. Keep an eye out next
month for a crime prevention bulletin! Below you will also find additional SPD and City of Seattle resources.

Email address: Jennifer.Danner@seattle.gov
Desk phone number: (206) 256-6820
Cell phone number: (206) 471-2849

Additional SPD resources-
e Seattle Police Department Non-Emergency Number: (206) 625-5011
e Seattle Police Department’s Website: http://www.seattle.gov/police/
e Seattle Police Department’s Online Crime Reporting: https://www.seattle.gov/police/need-
help/online-reporting
e Seattle Police Department’s ‘Thank An Employee’: https://www.seattle.gov/police/about-us/contact-
us/thank-an-employee
e Contact information for other SPD Crime Prevention Coordinators:
o North Precinct- (vacant at this time) Please contact Sergeant Martin Welte-
Martin.Welte @seattle.gov
o East Precinct- Joseph Elenbaas- Joseph.Elenbaas@seattle.gov
o West Precinct- Barb Biondo- Barbara.Biondo@seattle.gov
o South Precinct- Mark Solomon- Mark.Solomon@seattle.gov

Other City of Seattle resources-

e Find It Fix It: https://www.seattle.gov/customer-service-bureau/find-it-fix-it-mobile-app
o Customer Service Bureau Main Line: 206-684-CITY (2489)

e Seattle Parks Department: https://www.seattle.gov/parks
o 24-Hour Maintenance Request Line: 206-684-7250

e Seattle Department of Transportation (SDOT): https://www.seattle.gov/transportation
o Report a problem: http://www.seattle.gov/transportation/permits-and-services/report-a-

problem
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Parking Enforcement: https://www.seattle.gov/police/about-us/about-policing/parking-
enforcement#:~:text=Parking%20Enforcement%20Main%20Line%20206%2D386%2D9012
o Main Line: 206-386-9012
Seattle Department of Construction and Inspection (SDCI): https://www.seattle.gov/sdci
o File a Complaint Online: https://www.seattle.gov/sdci/codes/make%C2%A0a-property-or-
building-complaint
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